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Oriental Online Banking Terms and Conditions

Oriental Internet Banking and/or Mobile Banking (“Online Banking”)

These terms and conditions constitute an agreement between Oriental Bank and our customer/users
relating to the use to Oriental Internet Banking and/or Mobile Banking (“Online Banking”) which
enables customers/users to electronically access and use their accounts and other banking facilities,
Products and services as made available in Online Banking by Oriental Bank PLC (“ORB”).

Please also note that any other written terms and conditions which relate to your ORB accounts services
will continue to apply. To the extent such other terms and conditions are inconsistent with these terms
and conditions, these terms and conditions shall prevail (unless such other terms and conditions are
expressed to apply instead of these terms and conditions).

Any inconsistency of languages, the English language shall prevail to the extent of this inconsistency.

4. Definitions and Interpretation

In these Terms and Conditions where the context so admits, the following expressions
shall have the meanings designated as follows unless otherwise stated:

Account (s): Refer to one or more of your accounts held with ORB which includes
Savings Account, Current Account, Fixed Deposit Account or Loan account in both
KHR and USD currencies as may be created from time to time at ORB branches.

CIF No: A unique customer identification number in ORB’s system that you receive
during your first account opening with ORB.

Content: Means and includes any information, images, links, sounds, graphics, video,
software or other materials, including quotes, news and research data, made available
through ORB Online Banking.

Fixed Deposit E-Certificate: An electronic document of your Fixed Deposit Account
details as an image opened via ORB Mobile App.

Biometric: A fingerprint, facial data and any other means by which a mobile device
manufacturer allows Users to authenticate their identity for the purposes of unlocking
their mobile device and access to specific applications.

Login Passwords: Mean a sequence of a minimum of 8 and maximum of 16 characters
(alphanumeric, containing at least a capital letter and a number) created by user at the
first time of registration, which enables ORB to identify you before accessing ORB
Online Banking.
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Mobile Devices: Means the mobile phone or smartphone which is used to access the
Mobile App.

Mobile App: Refer to application to be installed in user’s mobile device (smart phone)
and it can be installed or downloaded by User from the following application stores,
App Store or Google Play or Huawei App Gallery.

Contact List: Allows you to make transactions to your saved contacts on your mobile
device.

Notifications: Refer to SMS and in-app push notifications sent to you on different
occasions related to banking transactions, general alerts by ORB or functional alerts by
ORB Mobile App.

One Time Password (OTP): Refer to number/code generated randomly by ORB Mobile
Banking system and sent via SMS to be registered mobile Phone number when you
register for the first time to complete transaction.

Personal Information: Refers to the personal information provided by User to ORB.

PIN: The unique four-digit numbers that Users set up when they register for the first
time and are used to confirm any transaction.

Service Charge and Fee: Refer to any fee charge imposed by the Bank for any services
utilized or transaction carried out by account holders.

Standard Terms: Refers to existing standard terms and conditions governing ORB’s
usual Accounts, Products, Services or items are accessed or offered through or in ORB
Online banking services.

Statement: Refer to consolidated banking statement that reflects ORB’s records for a
specific period to time of your account on ORB Mobile App.

Terms and Conditions: Mean these terms and Conditions which govern the use of ORB
Mobile, Form of letter(s) of acknowledgement of Customer’s offer (including any
annexures) issued by ORB to the Customer from time to time in relation to ORB Mobile
App and where applicable, the Standard Terms together with any variations made from
time to time to any of the foregoing.

Transaction: Means any financial record or operation made or performed, processed or
effected by your account or other account holder purporting to be own account.

Transaction Summary: Indicated list of all the transactions entered or performed within
an ORB account within a specific period.

Transfer: Refer to fund transfer whereby ORB becomes a paying or receiving bank on
behalf of customer to take effect any payment order form one customer to others.

“We”, “Us”, and “Our”: Refer to ORB.
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“You”, “Your”, and “Yours”: Refers to customer(s) or account holder(s) using ORB
Online Banking.

5. Registration

Access to and/or user of ORB Internet Banking & Mobile Banking (“ORB Online Banking”)

51 You shall use CIF No. provided by ORB and other relevant identifiers such as Phone
Number to register ORB Online Banking in accordance with our procedure for the
purpose of submitting instructions to ORB without coming to the bank. You shall
ensure that you will fulfill your obligations under these terms and Conditions and are
responsible for any failure, negligence or omission to comply with such obligations.

5.2 You understand that you must download ORB Mobile App on a mobile device running
from operation system support by us while the Internet Banking can be used on any
secured web browsers.

5.3 ORB Mobile App requires user to use security credentials that consist of password to
login and 4-digit PIN code to authenticate transaction. During the first-time registration
in ORB Mobile App, you must set up login password and secret 4-digit PIN code.

5.4 Upon successful login on ORB Online Banking, all instructions and transactions issued
thereafter shall be attributed to you nevertheless that such access, instruction or
transaction may have been made by a third party whether authorized or unauthorized.
Your further represent and warrant that all instructions forwarded to the bank from time
to time through this ORB Mobile App are correct, validly issued and legally binding on
you.

55 By registering in ORB Online Banking, you are deemed to have read, understood and
agreed to be bound by the terms and conditions, and you further acknowledge and
accept that all inherent risks associated in conducting instructions or transactions
received by the Bank are irreversible when received, completed, or relied upon by the
Bank and that the Bank IS authorized to comply with instructions received from ORB
Mobile App.

5.6 Upon successful registration, all your account(s) that are applicable for ORB Maobile
App under your CIF will be displayed in your mobile application, and you will be able
to open and held by you may be linked together on ORB Online Banking, unless it is
prohibited by law.

5.7 The primary account holder will be able to view only the accounts under the same CIF,
including joint account designated with other account holder.

5.8 Individual account holder and the account(s) nominated to be linked on ORB. Mobile
App is held jointly with one or more persons and signing condition is registered at Over
the Counter, these customers will be granted registration with ORB Mobile App only
whereby these customers are allowed to initiate transaction from these accounts. ORB
entitled to restrict your access to the service until your joint account holder consent for
you to access to the service. Upon agreeing to the term & conditions, you are hereby
subject to any transfer limit imposed by ORB and applicable the law.

6. SERVICE AVAILABILITY
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3.1

3.2

3.3

3.4

35

3.6

3.7

ORB may from time to time with or without prior notice set or vary the frequency or manner
of use of ORB Online Banking including without limitation services, features, products and
facilities available through ORB Online Banking. ORB may make available new, additional or
enhanced service(s) and/or product(s) through or under ORB Online Banking at any time. By
utilizing such new, additional or enhanced service(s) and/or product(s) as and when such
service(s), and/or product(s) become available, you shall be bound by the Terms and Conditions
in force governing such new service(s) and/or product(s)

ORB Mobile App will only be accessible for mobile phones and data connections which meet
the required provisions and configurations as may be specified by the Bank from time to time
and you agree to secure and maintain a mobile phone and data connection which meet these
requirements at your own expense. Below is the list of services currently applicable in ORB
Online Banking:

o Account Balance Inquiry,

o Account Statement,

o Own Accounts Fund Transfer between Own Accounts,
o Fund Transfer to Other ORB Accounts Fund Transfer,
° Inter-Bank Fund Transfer,

o Fixed Deposit Placement/Withdrawal,

o Mobile Top-Up,

o Exchange Rate,

o User Setting and Contact Us

Mobile Phone Contact List: our bank will collect your mobile phone contact list to assist
you in quickly selecting a phone number through the contact without requiring you to
manually enter it. After the authorization is denied, the phone function can still be
worked, but you need to manually enter your phone number.

The Bank may inform you from time to time of changes to the way you should access or operate
ORB Mobile App. You must observe all such changes when accessing or operating ORB
Mobile App.

User Guidance on the operation of ORB Mobile App will be made available to you. You may
follow all relevant User Guidance whenever you access or operate ORB Mobile App.

The scope, features and functionality of ORB Mobile App will differ from the other Banking
Services for other electronic channels, and may be varied by the Bank from time to time. You
acknowledge that:

3.5.1 Certain services are not available on our ORB Mobile App and may or may not become
available in the future; and

3.5.2 Certain services which are currently available on ORB Mobile App may be
discontinued.

You acknowledge and agree that the Bank may, at its sole and absolute discretion, without
notice and from time to time add to, vary, alter, suspend or remove any part or all our ORB
Mobile App, or any of its function or feature without giving any reasons and without incurring
any liability.
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Limited transactions

3.8 the transaction types and it respective limit imposed by ORB Online Banking are follows:

Function Type Maximum Per Transaction
Transfer to OWN account Unlimited
Transfer to 3" party account within OB USD 10,000
Mobile TOP UP USD 50
Transfer to Bakong Wallet USD 1,000
Transfer to Local Bank USD 10,000
Fixed Deposit Placement Unlimited

3.9  The operation of the above limits is always subject to the availability of funds in your account(s),
and ORB hereby reserves the right to vary such limit by giving notice to you from times to
times hereafter.

Unauthorized Transactions

3.10  An unauthorized transaction is one, which is not authorized by its own user, for example a
transaction that is carried out by someone besides you or another user without your knowledge
and consent. The Bank's system determines your liability for losses resulting from unauthorized
transactions.

Unsuccessful Transactions

3.11  Any transactions request will not be processed if all necessary information is incomplete and/or
information provided is incorrect. ORB may at its sole discretion delay your request or may
contact the account holder from time to time for verification of the purposes of transaction and
confirmation before processing. ORB is not responsible for any inaccuracies in request
provided by the account holder or an authorized user or liable to the account holder or
authorized user for any loss arising from such inaccuracies in requests.

4. FEES AND CHARGES

4.1 Service Charges and Fees apply to customer's performance of transaction on ORB Mobile App
effected by the Customer in the amounts and manner notified by ORB Bank in writing, and
ORB further reserves the right to vary such Service Charges and Fees at any time by giving you
prior notice of any such variation. You shall pay the Services Charges and Fees imposed by
ORB for the provision of ORB Mobile App services in the amounts and manner notified by
ORB in writing. The Customer may also be liable for any other fees or charges imposed by
ORB for instructions made under or pursuant to ORB Mobile App services and which are
payable to ORB under the Standard Terms.

4.2 Please be reminded that ORB has the right to automatically debit your Account(s) for all fees
and charges for the access and use of the service, and any governmental fees, taxes, levies
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and/or stamp duty, and any other fees and charges payable on the transactions performed by
you from time to time, herein mentioned. We shall be obligated to notify you or to obtain your
consent prior to any debit made by us.

4.3 In the event that any service or other tax of similar nature is now or hereafter chargeable by law
on any payment hereunder, you shall pay such tax at such rate(s) as may be prescribed by law
from time to time, in addition to all other sums payable hereunder or relating thereto. If ORB
is required by law to collect and make payment in respect of such tax on your behalf, you agree
to indemnify ORB against the same and/or authorize ORB to debit the Account(s) designated
by you directly for any such tax.

5. NOTIFICATIONS

51 SMS Notification from ORB may be sent or requested to be sent to your mobile device. ORB
is not liable for any loss or damage as a result of any person other than You are accessing those
SMSs and their content as a result of your negligence.

5.2 Push Notification in ORB Mobile App: ORB may send notification or alert to your Mobile
installing ORB Mobile App for certain transaction or marketing communication or
announcement from ORB.

6. CUSTOMERS' OBLIGATION OF SECURITY

6.1 You shall keep and shall procure that each user of your account shall keep confidential and
secure all Identifiers and other codes issued by ORB or by any certification authority recognized
by ORB in order to enable you or such user to access and/or use ORB. You agree that the
Identifiers constitute your signature by which ORB can identify you and any user of your
account.

6.2 You agree to take and shall procure that each user of your account shall take all precautions to
safeguard the Identifiers by the followings:

6.2.1 not disclosing, or causing to be disclosed, to anyone the password, PIN and/or any
Identifier used to access your account to affect any transaction.

6.2.2 changing the password and PIN regularly.
6.2.3 memorizing the Identifiers and not recording them.

6.2.4 informing ORB immediately if there is any suspicion that any Identifier has been
disclosed to a third party, to enable ORB to prevent fraudulent or unauthorized use of
ORB Online Banking; and

6.2.5 signing out of ORB Mobile Banking or Internet Banking whilst the computer terminal
is unattended by your or your user.

6.2.6 In the event that your mobile phone in which the software and/or security codes are
installed is lost, stolen or replaced, or if you have reason to believe that someone has
accessed your bank account(s) using the software or security codes, you must
immediately notify and instruct the Bank to revoke the security codes immediately, and
make a fresh application to register for ORB Mobile App.

6.3 You must notify ORB immediately (and submit to ORB confirmation in writing of such
notification) if you:

6.3.1. know or suspect that any Identifier is lost or known to someone else or is otherwise
compromised; and/or

6.3.2. becomes aware or suspects that there is unauthorized access and/or use to your account
via ORB Mobile App.
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6.4

6.5

6.6

6.7

6.8

6.9
6.10

7.2

You shall be liable for all loss or damage howsoever caused, which may be suffered or incurred
by ORB, yourself, any of your subsidiary and/or any third party, or which may arise directly or
indirectly from the instructions received by ORB (whether authorized or not) after any or all of
the Identifiers are disclosed to a third party or otherwise compromised until ORB has taken the
necessary steps in accordance with its prevailing practice to prevent any instruction from being
effected through the use of the Identifiers.

When ORB is notified by you of the circumstances in Clause 6.2.4 and/or Clause 6.2.6 ORB
shall be entitled to take any steps it deems fit including the right to suspend your and/or your
user's access to and use of ORB Mobile App and/or to cancel any Biometric, without any
liability to ORB. You and your user may be issued with a new Biometric at ORBs absolute
discretion. Please ensure that only your biometric credentials are registered on this device. If
this device is shared with another individual (s). We strongly suggest that you log in with only
your password. You can change your login options anytime later in Setting.

ORB shall at its discretion be entitled to deactivate or revoke the use of any Biometric at any
time without assigning any reason whatsoever and with notice to you. ORB may at its absolute
discretion re-activate or re-issue any Biometric in order for you to resume your access and/or
use of ORB Mobile App. All costs and charges incurred by ORB in issuing, re-activating or re-
issuing any Biometric shall be borne by you. You must follow any other security rules
prescribed by ORB whether on our website or set out in any other agreement with ORB, or
otherwise notified to you by ORB in any other way.

You shall further ensure, at your own expense, that the Devices, from which you access and/or
use ORB Mobile App, is loaded with the latest anti-virus and anti-spyware software and that
the said software are at all times installed and updated with the latest pattern so as to prevent
unauthorized use and/or access to the Transactions, Accounts and subsidiary Accounts via ORB
Mobile Back App. You must follow any other security rules prescribed by ORB whether on
our website or set out in any other agreement with ORB, or otherwise notified to you by ORB
in any other way.

You must promptly update, and keep updated, the operating system and security software for
your mobile device when released by your mobile device manufacturer or mobile device
operating system provider.

Before you sell or give your mobile device to someone, you must delete ORB Mobile App first.

You acknowledge that responsible for and must take all reasonable care to ensure that
information you supply via ORB Mobile App is true, complete, accurate, and up to date.

INTERNET, NETWORK & NETWORK COMMUNICATION SERVICE PROVIDERS

You understand that any access and/or use of ORB Online Banking Services will be effected
through relevant internet service provider, network provider or communication network
provider in the country from which such service is accessed, and to this extent such access
and/or use Back also be subject to and governed by the relevant laws and regulations of that
country and any Terms and Conditions prescribed by such relevant internet service provider,
network provider or communication network provider.

ORB does not warrant the security and confidentiality of the instructions and other information
transmitted through the internet service provider, network provider or communication network
provider or any equivalent system in any jurisdiction via ORB Online Banking Services, and
ORB shall not be liable for any unauthorized access, theft of information or any loss or damage
arising therefrom. In additional thereto, you accept and agree that ORB shall not be liable for
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any electronic, mechanical, data failure or corruption, computer viruses, bugs or related
problems that may be attributable to services provided by any relevant internet service provider,
network provider or communication network provider.

8. ORB LIABILITY

8.1  ORBwill be liable for actual losses incurred to customers) due to fraudulent or negligent conduct
of ORB' s employees.

9. OWNERSHIP OF INTELLECTUAL PROPERTY RIGHTS

9.1 ORB (or its designee) owns absolutely and hereby asserts whether now or in the future all
registered and unregistered intellectual property or proprietary rights (including trademarks,
copyright, moral rights, patent and design rights) in ORB Online Banking system and any other
legal and beneficial rights and interests of whatever nature related thereto conferred under the
laws of Cambodia and all the countries in the world for the full period thereof, together with
any renewals and extensions thereof.

9.2 Nothing herein shall be deemed to grant any express or implied license (or other right) to you
to use, reproduce, copy or otherwise deal with any one or more of the intellectual property or
proprietary rights identified in Clause 9.1. ORB Online Banking and the rights granted to you
under these Terms and Conditions are made available to you strictly for your personal access
and/or use. Any Back rights not expressly granted under these Terms and Conditions are
entirely and exclusively reserved to and by ORB.

9.3 You shall not, by yourself or through any third party, commit or attempt to commit any
infringing acts, including but not limited to framing, unauthorized linking, spamming, and/or
spidering any system belonging to ORB.

9.4 From time to time, ORB may issue directives or instructions in relation to any use of the
intellectual and proprietary rights belonging to ORB (or to its designees) and you shall forthwith
comply with all such directives or instructions.

10. REPRESENTATIONS AND WARRANTIES

10.1  You represents and warrants to ORB that:

10.1.1  these Terms and Conditions are duly authorized and constitute a legal, valid and
binding obligation on you.

10.1.2  you and any persons applying for the (a) execution and performance of these Terms
and Conditions, (b) access and/or Back of ORB Mobile App, and (c) issuance of any
instructions, on your behalf have taken all necessary corporate and other relevant
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10.2

10.3

104

105

actions required by the Customer's constitution to authorize the execution and
performance of these Terms and Conditions, access and/or use of ORB and issuance
of Instructions on the Customer's behalf; and

10.1.3  your execution and performance of these Terms and Conditions, access and/or use of
ORB Moabile App and the issuance of instructions will not exceed the power granted
to you or the persons acting on your behalf or violate any provisions of:

10.1.3.1. any law, regulation or other order, notices, guidelines or decree of any
governmental authority, agency or court to which you are subject.

10.1.3.2. for corporate customers, your memorandum and articles of association or
such other constituent documents.

You represent and warrant to ORB that prior to the issuance of Biometric to any users, such
user has been previously briefed and instructed as to the operation of ORB Online Banking, the
role of their individual respective Biometric within the framework of ORB Online Banking,
how to submit instructions and the security measures necessary to protect their individual
respective Biometric.

You shall be deemed to represent and warrant to ORB upon the date of each renewal of these
Terms and Conditions and/or upon the date of your application for additional services under
ORB Online Banking that the representations and warranties contained in Clauses 10.1 and
10.2 above remain true and accurate in all respects as if made on such date. Where any
representation or warranty or any statement contained herein proves to be misleading or
incorrect, it shall be deemed to have been made with the consent or connivance of or attributable
to the negligence on your part or your officers or employees purporting to act in such capacity.

Except as otherwise specifically provided herein, ORB makes no representations or warranties
in respect of:

10.4.1 ORB Online Banking and/or the Biometric, whether it be with respect to the
availability of the individual ORB Mobile Banking service, the security of
instructions submitted thereon, the uninterrupted access thereto via Internet Banking
website and/or Mobile Banking application service thereon, the acceptance or
validity of the Identifiers, nor any other implied warranty including those of
merchantability and fitness for a particular purpose.

10.4.2 The currency, accuracy, availability or uninterrupted feed of the content or
information made available as part of ORB Mobile Banking service, including but
not limited to currency exchange rates, money market rates, the market commentary
and such other services as may be added, deleted or varied by ORB from time to time;
and

10.4.3  Whether or not your requests and instructions made under ORB Mobile Banking will
be granted by ORB, or the conditions on which any approval is granted.

ORB Mobile Banking are provided on an 'as is' and ‘as available' basis without warranties of
any kind, either expressed or implied, statutory or otherwise.

11. LIABILITY AND INDEMNITY OF CUSTOMERS

111

Without prejudice to and in addition to ORB's rights and remedies under its Standard Terms to
recover any loss or damage accruing under the Account(s) and/ or the subsidiary Account(s)
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11.2

against the holder of those accounts, you shall be liable to ORB for any losses or damages,
whether direct or indirect, exemplary, consequential, incidental, punitive, special losses or
damages, or loss of income, profits or goodwill (including those of any third parties) howsoever
arising under the Account(s), the subsidiary Account(s) or otherwise borne by ORB from or in
connection with any instruction (or series or part thereof) received or conducted under ORB
Mobile Banking accorded to you or any breach by you to the terms and conditions of these
Terms and Conditions.

Without prejudice to and it's customer choice to download and install ORB Maobile App, you
shall be liable for, and shall fully indemnify, protect, defend and hold ORB, its related
companies, officers, employees, subcontractors, and/or agents thereof (collectively, the
'Indemnified’) harmless against and to reimburse them for any and all demands, claims, actions,
proceedings, losses, damages, costs, expenses (including legal fees and expenses on a solicitor
and client basis) and other liabilities made and/or instituted against, suffered and/or incurred by
any or all of the Indemnified howsoever caused arising directly or indirectly from:

11.2.1 your fraudulent, negligent, mistaken and/or wilful acts, errors and/or omissions.

11.2.2 your non-compliance with or breach to any of obligations, stipulations, covenants,
undertakings and/or warranties hereunder.

11.2.3 your provision of inaccurate, incomplete, misleading, erroneous and/or fraudulent
information and/or instructions to ORB.

11.2.4  the corruption or infection by virus to or otherwise or interruption to or breakdown of
ORB Mobile App and/or third-party systems directly or indirectly attributable to you.

11.2.5 the enforcement of ORB's rights hereunder as a result of any breach by you of any of
your obligations in these Terms and Conditions.

11.2.6 your failure to strictly observe the security obligations hereof, and/or the subsequent
acts or omissions of any person using the Identifiers as a consequence of your failure
to so observe the aforesaid security obligations.

11.2.7 any action arising from your infringement or misuse of a trademark, copyright or other
intellectual proprietary right of a third party.

11.2.8 use of ORB Mobile App for any illegal or unlawful purpose by you.

11.2.9 any third party claims, demands, actions or proceedings brought against ORB as a
result any Instruction(s) made by you and effected by ORB; and

11.2.10 any legal suits, disputes, complaint and disagreement in relation to you, whether as
sender or beneficiary pursuant to payment or receivable transactions.

12. EXCLUSION OF LIABILITY

121

In no event shall ORB be liable to you or any third party for any losses or damages, whether
direct or indirect, exemplary, consequential, incidental, punitive, special losses or damages, or
loss of income, profits or goodwill (including those of any third parties) howsoever arising,
whether in contract, tort (including negligence), breach of statutory duty or otherwise, arising
from or in connection with ORB's provision or your access and/or use of ORB Mobile Banking,
or any other materials, resources or services provided under these Terms and Conditions, even
if ORB has been advised of the possibility of such loss or damage in advance and all such
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damages are expressly excluded. Without limiting the generality of the foregoing, ORB shall
not be liable for any loss or damage arising from the following events:

12.1.1.

12.1.2.

12.1.3.

12.1.4.

12.1.5.

12.1.6.

12.1.7.

12.1.8.
12.1.9.

the invalidity, incorrectness, inaccuracy or incompleteness of any Back instructions
or information (whether authorized or not).

any delay or failure to act on any instruction, data or documentation for any reason
whatsoever.

any delay or failure to execute any instruction to stop processing a Transaction or
otherwise to stop any payment or transfer.

your failure or delay to access and/or use any part of ORB Mobile banking for any
reason whatsoever, including where such failure or delay is caused by a third party.

systems failures, processing errors, software defects, operation mistakes, hardware
breakdowns, capacity inadequacies, network vulnerabilities, control weaknesses,
security shortcomings, malicious attacks, hacking incidents, fraudulent actions and
inadequate recovery capabilities.

any Transaction(s) having been duly processed by ORB notwithstanding ORB's
receipt of your request to invalidate and/or cancel such Transaction or your notice that
the instruction pertaining to the Transaction was unauthorized.

ORB's act or omission, either in response to your non-compliance or breach of any of
your obligations, stipulations, covenants, undertakings and/or warranties hereunder or
in reliance of your provision of inaccurate, misleading, erroneous and/or fraudulent
information and/or instructions.

any malfunction in any or all the Biometric.

where any integration is required with third party system providers, for any loss or
damage in relation to any error or default of any third-party system integration as
subscribed by you including but not limited to any error or default on the part of the
third party or error or default in connectivity or data accuracy, completeness or
authenticity. You agree that in the event any of the Cash Management Services cannot
be carried out or performed due to the aforesaid, ORB is not under any obligation to
rectify or perform or provide alternative modes or channel in respect of the aforesaid
Cash Management Services. ORB is under no obligation to ensure that any third-party
system integration is free from viruses or defects.

13. DISCLOSURE

131

13.2

Notwithstanding ORB' duties of confidentiality towards our customers and to the extent
permitted by law, by applying for and/or continuing to use the ORB Mobile Banking, you agree
that ORB may use and disclose your information to regulatory bodies, government agencies,
law enforcement bodies and courts within the country, and National Bank of Cambodia or any
party required by law.

To extent permitted by law, you may access and request correction of your information at any
time by asking to do so at any ORB Branches.

14. DISPUTES RESOLUTIONS AND GOVERNING LAW
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Should you have any queries that require further assistance in relation to Internet and Mobile Banking,
you may call (855) 23 932 288, or email to customerservice@orientalbank.com.kh.

15. REFUSAL OF SERVICE

15.1  Despite any right contained in these Terms and Conditions, in the event that you appear to be a
proscribed person, then we may immediately refuse to process or complete any transaction or
dealing of yours; suspend the provision of a product or service to you; refuse to allow or to
facilitate any of your assets held by us to be used or dealt with; refuse to make any asset
available to you to any other proscribed person or entity; or terminate these arrangements with
you.

15.2  We will be under no liability to you take any or all of actions mentioned in clause 16.1. If we
exercise our rights under this clause, you must pay any losses, costs or expenses that we incur
in relation to any action taken under this clause, including interest adjustments and/or
administrative costs under these Terms and Conditions.

16. SUSPENSION & TERMANTION

16.1  You may cancel ORB Online Banking usage at any time by notifying us in writing or by phone.
You will remain responsible for any transactions made on your account/s using ORB Online
Banking up until the time at which such cancellation becomes effective.

16.2  Notwithstanding any other provision herein, we may, at any time, with or without notice and
without having to give any reason to you, immediately discontinue, suspend or terminate ORB
Online Banking Services (or any part thereof) or your right to access and use ORB Online
Banking Services (or any part thereof), unconditionally or otherwise, at our sole and absolute
discretion. ORB may also, at its sole and absolute discretion, impose conditions on the
suspension including the period of suspension and reinstatement of the Services and the
requirement before any reinstatement is made.

16.3  Upon suspension or termination of the Services either by the Bank or by you by notifying to
the Bank in writing or by phone, we shall not be obligated to act upon any of your instructions,
whether received before or after the effective date of suspension or termination and which have
not been already implemented by us, at our sole and absolute discretion. If there are any
outstanding matters or activities that we require you to comply with, you shall take all steps
required by us to effect completion or termination of all the activities under or pursuant to the
Services or the system. Any and all rights and licenses granted to you hereunder shall cease
with immediate effect. Termination or suspension by us of the Services shall not entitle you to,
and you hereby waive all rights to any claim or compensation against us for, all loss or damage
suffered or incurred by you as a direct or indirect result of the act of termination or suspension.

17. PRIVACY POLICY

By successfully registering as user of ORB Online Banking and accessing to the Services, you
acknowledge that you have read our Privacy Policy, and consent to ORB for processing your personal
information in the manner described, including necessary disclosures to relevant third parties, where
required.
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